&S 22HLAV

Zasady ochrany osobnich
udaju spolecnosti 22HLAV

Tento dokument poskytuje pfehledné informace o tom, jak spole€nosti
22HLAV s.ro. a 22HLAV EDU s.ro. zpracovavaji osobni udaje
navstévnikd webu, klientl, darcd a uchazeCl o zaméstnani. Ochrana
vasSich dat je pro nas prioritou, a proto postupujeme piné v souladu
s Nafizenim Evropského parlamentu a Rady (EU) €. 2016/679 (GDPR) a
¢eskymi pravnimi pfedpisy.

1. Spolec€ni spravci osobnich udaju
Vase osobni udaje zpracovavaji jako spole€ni spravci nasledujici entity:

e 22HLAV s.r.o0., ICO: 64052907
e 22HLAV EDU s.r.o., ICO: 04333497

Obé spolecnosti maji sidlo na adrese: VSeboficka 82/2, Bukov, 400 01
Usti nad Labem. Kontaktni e-mail pro zaleZitosti ochrany osobnich udajt
je dpo@22hlav.cz, datova schranka ma ID bfus9w4.

22HLAV s.r.o., Vieboficka 82/2, 400 01 Usti nad Labem
IC: 64052907 - DIC: CZ64052907 « datova schranka: bfus9w4

22HLAV Privacy Policy

This document provides clear information on how 22HLAV s.r.o. and
22HLAV EDU s.r.o. process the personal data of website visitors, clients,
donors and job applicants. Protecting your data is a priority for us, which is
why we operate in full compliance with Regulation (EU) 2016/679 of the
European Parliament and of the Council (GDPR) and Czech legislation.

1. Joint controllers of personal data

The following entities process your personal data as joint controllers:

e 22HLAV s.r.o., Company Registration Number: 64052907
e 22HLAV EDU s.r.o., Company Registration Number: 04333497

Both companies are registered at the following address: VSeboficka 82/2,
Bukov, 400 01 Usti nad Labem. The contact email address for data
protection matters is dpo@22hlav.cz, the data box ID is bfus9w4.

info@22hlav.cz clen MSI| Global Alliance
www.22hlav.cz KACR evidenéni gislo 277
Spisova zn. C 10016 vedena u Krajského soudu v Usti nad Labem  +420 230 234 554 osvédéeni KDP €R
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2. Prehled zpracovani osobnich udajt 2. Overview of Personal Data Processing

NiZze uvedena tabulka podrobné popisuje jednotlivé ucely, rozsahy dat,
pravni zaklady a doby uchovani, které se na vas mohou vztahovat pfi

The table below details the specific purposes, scope of data, legal bases,
and retention periods that may apply to you when interacting with our

interakci s naSim webem a sluzbami.

website and services.

Ugel zpracovani Pravni zaklad Rozsah Doba uchovani Purpose- of Legal Basis (Title) Scope of Processed Dat.a Retention
(Titul) zpracovavanych dat Processing i FEEE
dat

Nakup sluzeb na
e-shopu

PInéni smlouvy a
zakonné
povinnosti (Zakon
o Ucetnictvi)

Uzivatelsky profil PInéni smlouvy

na webu (usnadnéni

budoucich nakup)

Dobrocinny projekt Opravnény zajem

Dobrofond spravce (evidence
darct a
komunikace)

Rozesilani Souhlas subjektu

newsletterd a udajt nebo
opravnény zajem

(stavajici klienti)

pozvanek

Jméno, pfijmeni,
e-mailova adresa,
fakturacni a
kontaktni udaje

Predvyplnéné
osobni a kontaktni
Udaje v profilu

Jméno, pfijmeni,
e-mail, nepovinné
datum narozeni,
adresa, nazev
firmy, ICO (pro
dariové ucely)

Jméno, pfijmeni,
e-mailova adresa

Az 10 let po roce,
kterého se tykaji

Do zruseni uctu
uZivatelem

3 roky od posledni
interakce s darcem

Do odvolani
souhlasu nebo
vzneseni namitky

Purchasing services  Performance of the
from the online store contract and legal
obligations

(Accounting Act)

Fulfillment of the
contract (to facilitate
future purchases)

User profile on the
website

Dobrofond charity
project

Legitimate interest of
the controller (donor
records and
communication)

Sending newsletters Consent of the data

and invitations subject or legitimate
interest (existing
clients)

First name, last name, Up to 10 years after
email address, billing the year to which they
and contact relate

information

Pre-filled personal and Until the user deletes
contact information in the account
the profile

First name, last name, 3 years from the last
email address, interaction with the
optional date of birth, donor

address, company

name, tax ID number

(for tax purposes)

First name, last name, Until consent is
email address revoked or an
objection is raised

22HLAV s.r.o., Vieboficka 82/2, 400 01 Usti nad Labem
IC: 64052907 - DIC: CZ64052907 « datova schranka: bfus9w4
Spisova zn. C 10016 vedena u Krajského soudu v Usti nad Labem
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Ugel zpracovani

Uchovani CV
neuspésnych
uchazecl

Vefejna poradna —
Vyfizeni dotazu

Vefejna poradna —
Zverejnéni pfipadu

Pravni zaklad
(Titul)

Opravnény zajem
(ochrana integrity
naborového
procesu)

Opravnény zajem
spravce
(poskytnuti
odborné odpovédi)

Explicitni
dobrovolny
souhlas subjektu
udaju

&S 22HLAV

Rozsah
zpracovavanych
dat

Zivotopis,
kontaktni udaje,
zaznam o vysledku
vstupniho testu

Jméno, e-mail,
nazev organizace,
text dotazu

Jmeéno, pfijmeni,
nazev organizace,
text dotazu a
odpovédi

Doba uchovani
dat

12 mésicl od 1.
dne roku
nasledujiciho po
ukonceni
vybérového fizeni

Do vyfizeni dotazu
+ 12 mésicl od 1.
dne roku
nasledujiciho po
po vyfizeni dotazu
pro pfipad
stiznosti

Do odvolani
souhlasu nebo
stazeni spravcem

22HLAV s.r.o., Vieboficka 82/2, 400 01 Usti nad Labem
IC: 64052907 - DIC: CZ64052907 « datova schranka: bfus9w4
Spisova zn. C 10016 vedena u Krajského soudu v Usti nad Labem

info@22hlav.cz
www.22hlav.cz
+420 230 234 554

Purpose of
Processing

Retention of CVs from

unsuccessful
applicants

Public Help Desk —

Handling of Inquiries

Public Advisory

Service — Publication

of a case

osvédéeni KDP CR

Legal Basis (Title)

Legitimate interest
(protection of the
integrity of the

recruitment process)

Legitimate interest of

the controller
(providing an expert
response)

Explicit voluntary
consent of the data
subject

clen MSI| Global Alliance
KACR evidenéni gislo 277

Scope of Processed Data Retention

Data

Resume, contact

information, record of

entrance test results

Name, email,
organization name,
text of the inquiry

First name, last name,

organization name,

text of the inquiry and

response

Usti nad Labem + Praha » Olomouc

Period

12 months from the
first day of the year
following the
conclusion of the
selection process

Until the inquiry is
resolved + 12 months
from the first day of the
year following the
resolution of the
inquiry, in case of
complaints

Until consent is
revoked or the data is
deleted by the
controller
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3. Specificka pravidla pro verejnou
poradnu

Nase vefejna poradna funguje na bazi dvou oddélenych procesu
zpracovani dat:

1. Interni vyfizeni dotazu: Abychom va$ dotaz dokazali spravné
kontextualizovat (napf. rozliSit specifika neziskového sektoru od
komerénich  firem) a pfidélit adekvatnimu specialistovi,
zpracovavame vase jméno, e-mail, nazev organizace a text dotazu
na zakladé naseho opravnéného zajmu. Zodpovézeni dotazu neni
podminé&no souhlasem se zvefejnénim.

2. Veiejna publikace: Pokud chcete pomoci komunité a date nam k
tomu explicitni informovany souhlas, zvefejnime dotaz i s odpovédi
pod vasSim jménem a organizaci. Tento souhlas trva do jeho
odvolani a jeho odvolani plisobi vyluéné do budoucna (nema vliv na
zakonnost zvefejnéni pred timto odvolanim).

3. Specific Rules for the Public Advisory
Service

Our Public Advisory Service operates on the basis of two separate data
processing procedures:

1. Internal processing of the inquiry: In order to properly
contextualize your inquiry (e.g., to distinguish the specifics of the
nonprofit sector from those of commercial companies) and assign
it to the appropriate specialist, we process your first name, last
name, organization name, and the text of the inquiry based on our
legitimate interest. Answering the inquiry is not conditional on
consent to publication.

2. Publication: If you wish to help the community and provide us
with your explicit, informed consent, we will publish the inquiry
along with the response under your name and organization. This
consent remains in effect until revoked, and revocation applies
exclusively to the future (it does not affect the lawfulness of
publication prior to such revocation).

22HLAV s.r.o., Véeboficka 82/2, 400 01 Usti nad Labem info@22hlav.cz élen M5 Global Alliance
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4. Bezpecnost dat a technické standardy 4. Data Security and Technical Standards
Spole¢nost 22HLAV uplatiiuje pfisna organizacni a technicka opatfeni 22HLAV implements strict organizational and technical measures
k zabezpeceni spravovanych dat: to secure the data it manages:

e Provérena ulozisté: Data ukladame vyhradné na schvalenych
cloudovych sluzbach (Google Workspace), které splfuji vysoké
standardy GDPR a maji uzaviené zpracovatelské smlouvy,
pfipadné na vilastnim zabezpeeném serveru Seafile. Ukladani
na soukroma ulozisté je striktiné zakazano.

e Integrita a ¢istota procestli: Zaméstnanci jsou vazani mi¢enlivosti
a pfistupuji pouze k datim nezbytnym pro jejich praci. Likvidace
listinnych dokumentd probiha vyhradné skartovacimi stroji
s minimalnim stupném utajeni P-4.

e Omezeni umélé inteligence: V souladu s nasim bezpecénostnim
standardem je pfisné zakazano vkladat jakékoliv osobni &i klientské
udaje do verejnych verzi nastroji generativni Al.

22HLAV s.r.o., Veboficka 82/2, 400 01 Usti nad Labem info@22hlav.cz
IC: 64052907 » DIC: CZ64052907 » datova schranka: bfus9w4 www.22hlav.cz

Verified storage: We store data exclusively on approved cloud
services (Google Workspace) that meet the high standards of the
GDPR and have data processing agreements in place, or on our
own secure Seafile server. Storing data on private storage is
strictly prohibited.

Process Integrity and Purity: Employees are bound by
confidentiality agreements and access only the data necessary for
their work. Paper documents are destroyed exclusively using
shredders with a minimum security rating of P-4.

Artificial Intelligence Restrictions: In accordance with our
security standard, it is strictly prohibited to enter any personal or
client data into public versions of generative Al tools.

clen MSI| Global Alliance
KACR evidenéni gislo 277
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5. Vase prava jako subjektu udaju

Jako subjekt udaju mate podle obecného nafizeni o ochrané osobnich
udaju (GDPR) nasledujici prava:

Pravo na pristup: Mate pravo védét, zda a jaké udaje o vas
zpracovavame.

Pravo na opravu: Nepfesné &i neaktualni Udaje na vasi Zzadost
bezodkladné opravime.

Pravo na vymaz (Pravo byt zapomenut): Pokud pominul ucel,
odvolali jste souhlas, nebo uplatnili opravnénou namitku, data
vymazeme (pokud nam v tom nebrani zakonna archiv. povinnost).
Pravo na omezeni zpracovani: Moznost doCasné omezit
nakladani s daty (napf¥. po dobu ovéfovani prfesnosti).

Pravo vznést namitku: Mate pravo kdykoliv vznést namitku proti
zpracovani zalozenému na opravnéném zajmu (napf. u Dobrofondu
nebo retence CV).

Pravo odvolat souhlas: Udéleny souhlas (napf. se zvefejnénim
v poradné) muzete kdykoliv odvolat bez jakychkoliv sankci.

Pravo podat stiznost: Pokud se domnivate, Zze s vasSimi daty
nakladame protipravné, méate pravo obratit se na Ufad pro ochranu
osobnich udajl (Pplk. Sochora 27, 170 00 Praha 7).

Jak prava uplatnit a Ihity

Jakékoliv své zadosti tykajici se ochrany osobnich Udaji mizete sméfovat
na nas$ e-mail dpo@22hlav.cz, do datové schranky bfus9w4 nebo
pisemné na adresu naseho sidla. Vase zadost bude z nasi strany vyfizena
a vypofadana neprodlené, nejpozdéji vSak do vyprSeni zakonné lhuty
jednoho mésice od doruceni zadosti.

5. Your Rights as a Data Subject

As a data subject, you have the following rights under the General Data
Protection Regulation (GDPR):

e Right of access: You have the right to know whether and what
data we process about you.

e Right to Rectification: We will correct inaccurate or outdated
data without delay upon your request.

e Right to erasure (Right to be forgotten): If the purpose no
longer applies, you have withdrawn your consent, or you have
raised a legitimate objection, we will erase the data (unless we are
prevented from doing so by a legal archiving obligation).

e Right to Restriction of Processing: You have the option to
temporarily restrict the processing of your data (e.g., while the
accuracy is being verified).

e Right to Object: You have the right to object at any time to
processing based on a legitimate interest (e.g., regarding
Dobrofond or CV retention).

e Right to Withdraw Consent: You may withdraw your consent
(e.g., to publication in the advice column) at any time without any
penalties.

e Right to File a Complaint: If you believe we are processing your
data unlawfully, you have the right to contact the Office for
Personal Data Protection (Pplk. Sochora 27, 170 00 Prague 7).

How to Exercise Your Rights and Deadlines

You may submit any requests regarding the protection of personal data to
our email address dpo@22hlav.cz, to the data box bfus9w4, or in writing to
the address of our registered office. We will process and resolve your
request without delay, but no later than the expiration of the statutory
one-month period from the date of receipt of the request.

22HLAV s.r.o., Véeboficka 82/2, 400 01 Usti nad Labem info@22hlav.cz glen MSI Global Alliance
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6. Informace o vyuzivani soubort cookies

V souladu s ustanovenim § 89 odst. 3 zakona ¢&. 127/2005 Sb., o el.
komunikacich, ve znéni pozdéjSich predpist, Vas timto informujeme, Ze
nase webové stranky vyuzivaji pro svou ¢innost soubory cookies.

Co jsou cookies?

Cookies jsou malé textové soubory, které webové stranky ukladaji do
vaseho prohlizeCe. Pfi kazdé dalSi navstévé téchto stranek pak prohlized
tyto informace zpét na server poSle. Diky cookies si webové stranky
mohou zapamatovat vaSe preference a nastaveni, coz pfispiva
k pohodInéjSimu vyuzZivani nasich sluzeb.

Jaké cookies pouzivame a souhlas s jejich uzitim

K ukladani technickych cookies, které jsou nezbytné pro zakladni
funk&nost webu (udrzeni pfihlaseni, zajisténi bezpecnosti, Fizeni provozu),
neni treba vas vyslovny souhlas. Nase stranky vyuzivaji dale cookies
vyZadujici vas aktivni souhlas:

e Statistické cookies: Umozhuji nam méfit
pfizpUsobit obsah stranek vasim zajm{m.

e Preferencni cookies: ZlepSuji uzivatelsky zazitek a pamatuji si
vase volby a nastaveni.

e Cookies socialnich siti: NaSe weby obsahuji odkazy na
Facebook, Instagram a LinkedIn. VloZzeny obsah z téchto siti mize
umistovat vlastni cookies a zpracovavat data pro personalizovanou
reklamu. Doporu€ujeme prostudovat zasady ochrany osobnich
Udaju pfimo u téchto poskytovatelu.

navstévnost a

Svij aktivni souhlas s cookies muzete kdykoliv zménit pomoci nastaveni
na naSich webovych strdnkach nebo pfimo ve vasSem internetovém
prohlizeci (navody naleznete napf. na www.aboutcookies.org).

22HLAV s.r.o., Vieboficka 82/2, 400 01 Usti nad Labem
IC: 64052907 - DIC: CZ64052907 « datova schranka: bfus9w4
Spisova zn. C 10016 vedena u Krajského soudu v Usti nad Labem
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6. Information on the Use of Cookies

In accordance with Section 89(3) of Act No. 127/2005 Coll., on Electronic
Communications, as amended, we hereby inform you that our website
uses cookies to operate.

What are cookies?

Cookies are small text files that websites store in your browser. Each time
you visit these pages, your browser sends this information back to the
server. Thanks to cookies, websites can remember your preferences and
settings, which contributes to a more convenient experience when using
our services.

What cookies we use and consent to their use

We do not require your explicit consent to store technical cookies,
which are necessary for the basic functionality of the website (maintaining
your login, ensuring security, managing traffic). Our website also uses
cookies that require your active consent:

e Statistical cookies: These allow us to measure traffic and tailor
the site’s content to your interests.

e Preference cookies: These improve your user experience and
remember your choices and settings.

e Social media cookies: Our websites contain links to Facebook,
Instagram, and LinkedIn. Embedded content from these networks
may set its own cookies and process data for personalized
advertising. We recommend reviewing the privacy policies of
these providers directly.

You can change your active consent to cookies at any time using the
settings on our websites or directly in your web browser (instructions can
be found, for example, at www.aboutcookies.org).

clen MSI| Global Alliance
KACR evidenéni gislo 277
Usti nad Labem + Praha » Olomouc
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Prehled umisténych cookies Overview of Cookies Used

. Provider Name Purpose Type Expiration

Poskytovatel Nazev Ucel Typ Doba
vyprseni

CookieHub cookiehub  Informace o souhlasu s Nezbytné 365 dnd CookieHub cookiehub Information on Consent to Essential 365 days

pfijmem cookies Cookies
Cloudflare, __cf bm Kontrola pfed Nezbytné 1 hodina Cloudflare, Inc. __cf bm Protection against Essential 1 hour
Inc. neopravnénym unauthorized access

pristupem
Cloudflare, _cfuvid Informace k fizeni Nezbytné Relace Cloudflare, Inc. _cfuvid Information on data traffic Essential Session
Inc. provozu dat management (rate limiting)

(rate-limiting)

Google _ga* Informace o méfeni Statistické 400 dnd Google Analytics _ga* Information on website ~ Statistical 400 days
Analytics navstévnosti webu traffic measurement

Google _gid* Informace o méfeni Statisticke 1 den Google Analytic _gid* Information on website  Statistical 1 day
Analytics navstévnosti webu traffic measurement

Google _gat* Informace o méfeni Statisticke 1 hodina Google Analytics _gat* Information on website  Statistical 1 hour
Analytics navstévnosti webu traffic measurement

Google _ga_’ Informace o méfeni Statisticke 400 dnd Google Analytics _ga_* Information on website ~ Statistical 400 days
Analytics navstévnosti webu traffic measurement

Vimeo vuid Informace o historii Preferenén 400 dnd Vimeo vuid User History Information  Preferences 400 days
uzivani uzivatele i

None of the cookies listed above are used for any purpose other than

V8echny vySe uvedené cookies nejsou pouzivany k jinému ucelu, nez je o ) )
those specified in this table. If you have any questions, please contact us

uvedeno v této tabulce. V pFipadé dotazl se na nas muzete obratit na

dpo@22hlav.cz. at dpo@22hlav.cz .

22HLAV s.r.o., Véeboficka 82/2, 400 01 Usti nad Labem info@22hlav.cz élen M5 Global Alliance
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7. Seznam zpracovatell osobnich udaju

7. List of Personal Data Processors

Pfi  zpracovani osobnich Gdaju vyuzivame sluzeb provéfenych When processing personal data, we use the services of vetted processors
zpracovatell, se kterymi mame uzaviené pfislusné zpracovatelské with whom we have entered into appropriate data processing agreements
smlouvy (DPA) zajistujici adekvatni droven ochrany vasSich dat v souladu s (DPAs) ensuring an adequate level of protection for your data in

GDPR. Patfi mezi né:

Google Ireland — cloudové sluzby, e-mail a ulozisté dat
ABRA Software a.s. — u¢etni a mzdovy software
KASTNER software s.r.o. — softwarové sluzby

Web4U s.r.o. — webhosting a doménové sluzby

59codes s.r.o. — vyvoj a sprava internich systéma

Direct Fidoo Payments s.r.o. — finan¢ni a platebni sluzby
Digitoo s.r.o. — digitalizace a vytéZovani ucetnich doklad
Dativery s.r.o. — datova integrace

GIMMEDATA, s.r.o. — datové a softwarové sluzby

INFLO GROUP LIMITED - digitalni auditni platforma
Microsoft Corporation — softwarové a cloudové sluzby
Docusign, Inc. — elektronické podepisovani dokumentt a
identifikace

Asociace pro Drupal, z.s. — webové sluzby

Jan Polzer — tvorba a sprava webovych stranek

MSI Global Alliance — mezinarodni sit’ a poradenstvi
FIRM ACADEMY LIMITED - vzdélavaci platformy
Amazon Web Services EMEA SARL - cloudova infrastruktura
WWW.ScCio.cz, s.r.o. — hodnoceni a testovani

Alma Career Czechia s.r.o. — naborové sluzby

22HLAV s.r.o., Vieboficka 82/2, 400 01 Usti nad Labem
IC: 64052907 - DIC: CZ64052907 « datova schranka: bfus9w4

Spisova zn. C 10016 vedena u Krajského soudu v Usti nad Labem

accordance with the GDPR. These include:

Google Ireland — cloud services, email, and data storage
ABRA Software a.s. — accounting and payroll software
KASTNER software s.r.o. — software services

Web4U s.r.o. — web hosting and domain services

59codes s.r.o. — development and administration of internal

systems

Direct Fidoo Payments s.r.o. — financial and payment services
Digitoo s.r.o. — digitization and extraction of accounting
documents

Dativery s.r.o. — data integration

GIMMEDATA, s.r.o. — data and software services

INFLO GROUP LIMITED - digital audit platform

Microsoft Corporation — software and cloud services
Docusign, Inc. — Electronic Document Signing and Identification
Drupal Association, z.s. — web services

Jan Polzer — website development and management

MSI Global Alliance — international network and consulting
FIRM ACADEMY LIMITED - educational platforms

Amazon Web Services EMEA SARL - cloud infrastructure
www.scio.cz s.r.o. — evaluation and testing

Alma Career Czechia s.r.o. — recruitment services

info@22hlav.cz élen M5 Global Alliance
www.22hlav.cz KACR evidenéni gislo 277
+420 230 234 554 osvédéeni KDP CR Usti nad Labem + Praha » Olomouc
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